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Security – The Bad Guys!

What is really happening out there!

Presented by Ian and Angela from Happy Lappy.

This talk (given on 23rd May 2012) intended to present, in simple terms, what we see ‘out in the field’ regarding all manner of malware and scams.

Topics covered include:

· A breakdown of the work done by Happy Lappy in the community and in customers homes.

· The ‘Community’ aspect of Happy Lappy and our customers.

· Awareness that users should keep fear of threats in perspective.

· Simple definitions of the terms used when talking about the subject.

· More detailed explanations of ‘Botnets’, ‘Viruses’,  ‘Trojans’,  ‘Phishing’, ‘Hoaxes’  etc. This includes details of how they get onto computers and how to recognise and avoid them.

· Explanation of how users are often inadvertently guilty of an ‘Invasion of privacy’ by passing on others email addresses when forwarding emails, especially with regard to ‘Hoax’ virus warning chain mails.

· How to avoid the above and how to maintain privacy when sending any email to multiple recipients (Using the ‘BCC’ field). 

· A personal opinion and warning about the risks involved with using registry cleaners. An excellent description of the risks (One among many) can be seen HERE. (The description on this site of the safest way to speed up a computer closely follows the way we carry out services on clients computers).

· Introduction to a few web sites which are useful for learning about and reporting online and other threats and scams. These include:

· www.getsafeonline.org  Full of simple to understand information on all types of threats. Great for those wishing to have a better understanding of the subject.

· www.actionfraud.police.uk  You can report any type of fraud here. Try to have as much information as possible to hand before making the report. i.e any name, phone number etc that you can get from the fraudster,

· www.fsa.gov.uk  This is the ‘Financial Services Authority’ website. Huge amounts of information on this site, including the rules that banks have to follow if you are a victim of fraud. The banks will not always be forthcoming, so know your rights before you contact them!

· www.ico.gov.uk  The ‘Information Commissioners Office’ website. Information on how to stop unwanted calls and emails. Nothing is perfect, but this can help to dramatically reduce junk mail and cold calls.

A few reminders:

A computer virus is a program that can replicate itself and spread from one computer to another.

A Trojan is a program that appears innocent, but has malicious intent. It is similar to a virus but does not replicate and spread itself.

Adware is any software package which automatically shows adverts.

Spyware is any technology that gathers information about a person or organization without their knowledge.

A Keylogger is a program that tracks the keys pressed on a keyboard.

A Botnet is a number of infected computers that are used to generate spam, relay viruses or flood a network or with excessive requests to cause it to fail.

Phishing is the act of attempting to scam a user into surrendering private information that may be used for identity theft.

A hoax is an attempt to trick the user into believing they may be vulnerable to a virus attack or other malware.

Malware is a general term that is used to describe any malicious software.

Summary

The talk was planned to present a ‘Point of View’ that comes from our extensive work with individuals and groups.  It describes the issues we see and hear about both through our community workshops and our work with individuals in their homes, and with local businesses.

While many topics are ‘hyped’ in the media, our experience shows that these are not necessarily the issues that affect the average user, and the detailed talk on each topic concentrated on those issues we most often see (and often have to sort out).

Thank you.

We would also like to thank John for organising the talk and inviting us along, and all those who attended on such a beautiful day when we are sure the sunshine must have been a big temptation!
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